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Stay informed!
• Join our mailing list

◦ https://hackucf.org/mailing-list/

• Join the CECS Slack
◦ https://hackersofucf.slack.com/
◦ Knights mail required
◦ Once registered, chat with us in the #hackucf channel

• Twitter: @HackUCF
• Facebook

◦ https://www.facebook.com/HackUCF/

https://hackucf.org/blog/mailing-list/
https://hackersofucf.slack.com/
https://www.facebook.com/HackUCF/


Today’s Topics
• Announcements
• Current Events
• Tool Time
• Featured Content
• Closing



Who is Hack@UCF?
Executive officers
● President - Charlton Trezevant
● Vice President - Peyton Duncan
● Secretary - James Simmons
● Treasurer - Alex Cote
Operational staff (ops)
● Public relations, content for meetings/workshops, 

infrastructure







Who is Hack@UCF?
Over 50 Majors 
Represented

342+ Members 
each year

22% Female to 
Male Ratio

1. Computer Science
2. Information Technology
3. Computer Engineering
4. Electrical Engineering
5. Digital Forensics
6. Mechanical Engineering
7. Mathematics
8. Aerospace Engineering
9. Industrial Engineering

10. Finance
11. Psychology
12. Digital Media
13. Biomedical Sciences
14. Statistics
15. Political Science 



And many other unique majors
• Biomedical Sciences
• Theatre
• Undeclared
• International Relations
• Business Management
• Film



Everyone Learns Together!
• Competitions
• Job Opportunities
• Networking
• Social Learning
• Late Night Hacking
• Just having fun hacking stuff!



What is Hack@UCF?





















BUT WHY?















https://docs.google.com/file/d/1sEdvJnj8bTk68oKNOCbxqeiNA3bTwYqU/preview


EternalBlue SMBv1 Vuln
CVE-2017-0144

NetCAT Vulnerability
CVE-2019-11184



EternalBlue SMBv1 Vuln
CVE-2017-0144

NetCAT Vulnerability
CVE-2019-11184





The Executive Order will:

● Promote the work of cybersecurity professionals within the Government, including by creating a President’s 
Cup Cybersecurity Competition.

● Launch a rotational program where employees can expand their cybersecurity expertise through temporary 
reassignments.

● Encourage widespread adoption of the NICE Cybersecurity Workforce Framework. 
● Aim to close skills gaps for defense and critical infrastructure cybersecurity.
● Instruct federal agencies to identify cybersecurity aptitude assessments that they can use to reskill 

employees with potential in the cybersecurity field.
● Establish the Presidential Cybersecurity Education Awards to recognize and reward excellent educators 

teaching cybersecurity-related subjects.

https://www.nist.gov/itl/applied-cybersecurity/nice/resources/nice-cybersecurity-workforce-framework


Aim to close skills gaps for defense 
and critical infrastructure 

cybersecurity.









Summer 
Experiences from 

Members!



$10 per academic year (Fall-Summer)

• Vote in elections
• Free food/drinks during CTFs
• Help the club do great things!

Sign up online at: https://hackucf.org/join/

Membership

https://hackucf.org/blog/join/


Cyberlab
• Open to Hack@UCF 

Members and invited 
guests

• Jumbotron, Ethernet 
Ports, and 
Whiteboards!

• Rules and Regulations 
apply



Join The Club
• https://hackucf.org/join/
• Need to be enrolled as a student
• Step 1: Membership survey
• Step 2: KnightConnect
• Step 3: Pay dues

◦ $10 for the entire academic year (until next August)

https://hackucf.org/join/


Join Slack!

HackersofUCF.slack.com

Both KnightHacks and Hack@UCF



How do we help run the club?
• Hack@UCF Operations!
• Tuesdays at 8pm in the LMCO Cyberlab
• Come help us run the club!
• Come Present!

◦ Everyone’s gotta start somewhere, and it’s really 
good practice!



Hack@UCF Mentors
• We have alumni that want to mentor you 
• Resume reviews, navigating office politics, 

and more they don’t teach in class
• Live calls bi-weekly to answer your questions
• Join #hackucf_mentors for more info



Blue Team Workshops
• Interested in competing in blue team 

competitions such as CCDC and Cyberforce?
• Workshop series on defensive security.

◦ Sundays at 2pm
◦ Windows, Linux, and Networking. 
◦ Open to beginners and experienced people

• Join #blueteam-workshops



Academic Teams
• We compete in:

➢ CCDC, CPTC, CyberForce, and many many more!

• Tryouts are open to all; rosters are selected by 
Dr. Nedorost

• Come to an info session!
➢ Sunday, September 15th 1:00 PM in CyberLab
➢ Monday, September 16th 7:00 PM in CyberLab  



Social Events
Looking to plan some fun events

- Beach Trips
- Top Golf
- Movies

Join #social-planning



Knightsec CTF Team
• We play Capture the Flag (and sometimes win)
• Come to practice

◦ Open to all
• Practice with us

◦ hackucf.org/discord



What is Capture the Flag?
Challenging ethical hacking competitions that put real real skills 
into practice!

● Reverse engineering
● Software security 
● Web application security
● Cryptography
● Forensics 



CTF IS HARD!!!! 

Could be very rewarding :^)



Type of CTFs
• Attack/Defend

ISTS Logo: https://twitter.com/sparsa_ists 

https://twitter.com/sparsa_ists


Type of CTFs
• Attack/Defend
• King of The Hill

OOO Xbox pic (ty vito): https://hackers.town/@vito/102594528317042090 
ISTS Logo: https://twitter.com/sparsa_ists 

https://hackers.town/@vito/102594528317042090
https://twitter.com/sparsa_ists


Type of CTFs
• Attack/Defend
• King of The Hill
• Jeopardy

2017 CSAW Scoreboard: https://ctftime.org/writeup/7749  

https://ctftime.org/writeup/7749


Type of CTFs
• Attack/Defend
• King of The Hill
• Jeopardy ← most common
• Some mix types!

2017 CSAW Scoreboard: https://ctftime.org/writeup/7749  
Defcon CTF AFL: https://www.oooverflow.io/dc-ctf-2019-finals/whole-game-AFL-2019.png 

https://ctftime.org/writeup/7749
https://www.oooverflow.io/dc-ctf-2019-finals/whole-game-AFL-2019.png


Demo Time!
• Demo gods plz





CSAW CTF 
2019



Upcoming Events
• UCF Infosec Expo

◦ Co-Hosted by UCF Infosec and Hack@UCF
◦ October 10th
◦ Open to All





One more thing...





The Cyber part of the Cyberlab
• The Hack@UCF Lab
• 72+ Cores
• 256+ GB of RAM
• And that’s only STAGE 1
• More news to come soon…

◦ And by more, we mean MORE



Thank you!

HackersofUCF.slack.com | HackUCF.org/discord
https://hackucf.org ● https://www.facebook.com/HackUCF

https://hackucf.org
https://www.facebook.com/HackUCF

