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Stay informed!
• Join our mailing list

◦ https://hackucf.org/blog/mailing-list/

• Join the CECS Slack
◦ https://hackersofucf.slack.com/
◦ Knights mail required
◦ Once registered, chat with us in the #hackucf channel

• Twitter: @HackUCF
• Facebook

◦ https://www.facebook.com/HackUCF/

https://hackucf.org/blog/mailing-list/
https://hackersofucf.slack.com/
https://www.facebook.com/HackUCF/


Today’s Topics
• Announcements
• Current Events
• Tool Time
• Featured Content
• Closing



Mentorship
• Mentorship program is live!
• Join #hackucf_mentors to see mentor bios, 

and for updates
• If you’re interested in being a mentor, dm 

@dmaria



We have our shirt design for this year!

Shirts and Membership



• Saturday (1/19/2018)
• HEC 101
• All skill levels welcome!
• Beginners are encouraged!
• Starts at NOON

Insomnihack CTF 



CTF Writeups
• github.com/hackucf/ctfs
• Read CONTRIBUTING.md
• Make a Pull Request with your 

write up!
• Raffle for 100$ for 

completed, quality writeups
• Questions? Need Help? 

#knightsec on Slack, or email 
pduncan@hackucf.org



Operations
• Come help run the club!

◦ Mondays at 6:00 PM in HEC 356
◦ Open to anyone



LMCO thing



Stick Around After!
• Come chat and get some food with us after 

the meeting



Current Events (http://gunshowcomic.com/648)

http://gunshowcomic.com/648


IMPORTANT
This is the most important news this week



New Slack Logo
JK





Marriott Recap
● 500 Million People Affected
● Encrypted Credit Card numbers 

leaked (Don’t know status of 
encryption keys)

● Passport Numbers included
● Only press was one friday about a 

month ago
○ On “Take out the trash” day





“Even more egregious is the fact that Marriott did not 
discover this breach for nearly four years, and then for 
months after that discovery failed to tell its customers 
what had occurred. This conduct constitutes a significant 
breach of trust and confidence unparalleled in the 
hospitality industry.”

But cybersecurity experts say that the hospitality industry 
is often targeted by hackers precisely because of lax 
security policies. - Vox 
(https://www.vox.com/the-goods/2019/1/11/18178733/marriott-starwood-hack-lawsuit)



What’s New?
• $100 to replace 

passport num if 
effected

• Class Action Lawsuits
• Investigation still 

underway







CenturyLink
• Malfunctioning NIC
• Lost access to Out of 

Band management 
network

• 911 Service outage 
nationwide

https://threader.app/thread/1078419619436
810240



WTF Is CenturyLink doing!?!
• Over a DAY to restore service
• One Bad NIC.

◦ 1 Blade => 2 NICs
◦ 1U Rackspace => 1 Blade
◦ 42U Racks => 84 NICs per Rack
◦ 10,000 Racks in a Datacenter => 840,000 

NICs
◦ IT TOOK ONE!



What is a bad NIC? 
• NICs - Network Interface Card
• Deals with the low end of the TCP/IP stack and 

conversion to electrical signals (OSI Layer 1)
• What if it forgets to send Source, Destination, or TTL 

(time to live) information?
• Large Data Centers should be monitoring for 

hardware failures such as this. Most Do...



Why so long to fix?
• Out of Band Management
• Control your network infrastructure from a 

different network than normal traffic. 
• Isolating management interfaces.
• CenturyLink lost their ability to use their Out 

of Band Management network (somehow?)



What does this have to do with 911?

• CenturyLink’s Brilliant Idea!
• Let’s run Emergency Phone 

traffic over VOIP
• Probably not a great idea…

• CenturyLink causes 911 
service to drop when their 
Data Centers have issues

CenturyLink:



Even Mr. Reese's Mug is in on the 
investigation

“When an emergency strikes, it’s critical that 
Americans are able to use 911 to reach those 
who can help," 

said FCC Chairman Ajit Pai.

"The CenturyLink service outage is therefore 
completely unacceptable, and its breadth 
and duration are particularly."



Depressing Warning
This was an accident. Imagine what could 
happen if someone actually was trying to take 
down 911 services….



New from CenturyLink!
THE CI DUO!



Insert Smooth Segue Here





Quick note
I am no blockchain expert, nor do I claim to be 
one. All work here is copypasta-ed from 
someone who i’m guessing is kinda-sorta 
truthful, right, or humored me. If you want actual 
blockchain advice, please help my startup’s ICO 
coming soon™ or chat in #hackucf on slack 
(heh, smooth slack advertisement)



Movie Time (Totally relevant..)

http://www.youtube.com/watch?v=T9A05Cxrg9M


51% Attack on Ethereum Classic
“The majority decision is represented by the longest chain, which has the 
greatest proof-of-work effort invested in it. If a majority of CPU power is 
controlled by honest nodes, the honest chain will grow the fastest and 
outpace any competing chains. To modify a past block, an attacker 
would have to redo the proof-of-work of the block and all blocks 
after it and then catch up with and surpass the work of the honest 
nodes.”

- Satoshi Nakamoto (https://bitcoin.org/bitcoin.pdf)





Results
“Updated Jan. 7, 10:27pm PT: At time of writing, we 
have identified a total of 15 reorganizations, 12 of which 
contained double spends, totaling 219,500 ETC 
(~$1.1M). No Coinbase accounts have been impacted 
by the attack.” - Coinbase



SCP Vulns
• 30+ Year old vulns
• SCP doesn’t actually check if it’s receiving 

what it asked for...

https://sintonen.fi/advisories/scp-client-multiple-
vulnerabilities.txt



CVE-2019-6111: missing received 
object name validation

Due to the scp implementation being derived from 1983 rcp [1], 
the server chooses which files/directories are sent to the 
client. However, scp client only perform cursory validation of the 
object name returned (only directory traversal attacks are 
prevented). A malicious scp server can overwrite arbitrary files 
in the scp client target directory. If recursive operation (-r) is 
performed, the server can manipulate subdirectories as well (for 
example overwrite .ssh/authorized_keys).



NSA GHIDRA
• NSA’s Christmas 

Present to Sec 
Peeps

• Sadly no upload yet 
due to shutdown



Speaking of Shutdown!



SSL Certs
• Turns out they need to be 

renewed
• They Expire!
• Periodically, they need to be 

replaced with newly signed certs
• But nobody’s being paid to do it



I would show some examples
But they’ve already been taken down…

So here’s some other SSL Irony in its place



Metasploit 5.0 Release
• Announced at      

Derbycon 2018
• Automation APIs   

(RESTful DB)
• Evasion Modules
• Python + GoLang support
• And lots of other fun stuffs



Tool Time is back!

This week we will be 
going over…

Burp Suite!



Burp Suite by PortSwigger

• GUI to test web app security
• Free community edition
• Use for CTFs and 

penetration testing



DEMO



Additional Features
● Scanner [pro only] - automatically scans for 

web vulnerabilities
● Sequencer - analyzes randomness
● Decoder - encode/decode values
● Comparer - points out differences between 

files (even binary ones)



Get the triangular foods!

Line up down the left aisle

Sponsored by:





How do Websites Work?



What’s a Client? What’s a Server?

*Disembodied hands = HTTP(S)

GET / HTTP/1.1
Host: www.hackucf.org
User-Agent: hand/1.0
Accept: */*

HTTP/1.1 200 OK
content-type: 
text/html; 
charset=UTF-8













• What is it?
◦ Your app unnecessarily discloses information that could be 

useful to an attacker

• Examples
◦ Verbose error messages with code snippets / stack traces / 

file paths (think Django DEBUG mode)

• Mitigations
◦ Always turn off debug modes, look up best practices for 

whatever framework you’re using



😎



• What is it?
◦ Security vulnerability allowing an attacker to alter the 

code a web application delivers to the user, which is 
then executed in the context of that application.

• Types of XSS
◦ Stored / Persistent
◦ Reflected
◦ DOM-Based



• Potential Attacks
◦ Stealing client’s login session cookies
◦ Controlling what requests / actions are made by the 

client 
◦ Changing the content displayed on the page

• Mitigations
◦ VALIDATE USER INPUT
◦ Encode all input that is added to a page as output





• What is it?
◦ Injection attack that allows an attacker to modify SQL 

statements being executed on the server

• Potential Attacks
◦ Bypass authentication
◦ Dumping user credentials or other sensitive data from 

the database
◦ Delete all data in a database



• Mitigations
◦ SANITIZE USER INPUT
◦ SQL Prepared statements w/ parameterized queries
◦ SQL Stored procedures
◦ Escape user sanitized input
◦ Use something like SQLAlchemy to abstract away 

database access and not have to write any SQL





• What is it?
◦ A vulnerability which occurs in web applications if the 

file type uploaded is not checked, filtered or sanitized.

• Potential Attacks
◦ Attacker can upload a malicious PHP , ASP etc. script 

and execute it.
▪ Code execution on server



• Mitigations
◦ Thoroughly check file type to make sure users are only 

uploading file types that are needed
▪ Make sure you’re checking server side
▪ Don’t just look at file extension



http://sqlidemo.altervista.org/login1.php
http://sqlidemo.altervista.org/login1.php


• What is it?
◦ This attack occurs when XML input containing a 

reference to an external entity is processed by a 
weakly configured XML parser

• Potential Attacks
◦ Reading files on the server
◦ Code Execution



• Mitigations
◦ Disable external entities in your XML parser if you’re 

parsing XML that a user is inputting / contains user 
input

◦ If external entities are a must, follow best practices for 
the parser you are using on how to properly configure 
it







• What is it?
◦ Attack that forces an end user to execute unwanted 

actions on a web application in which they're currently 
authenticated.

• Potential Attacks
◦ Transferring money, change users email address, etc.



• Mitigations
◦ CSRF Token







• What is it?
◦ Common flaws in deserialization libraries allow for 

denial-of-service, and remote code execution attacks.

• Examples
◦ Java deserialization
◦ Python pickle
◦ JSON Deserialization
◦ PHP ‘unserialize’



• Mitigations
◦ Avoid deserializing user input at all costs
◦ SANITIZE USER INPUT
◦ Look up security of any deserialization libraries you’re 

using 



OWASP top ten

ctf.hackucf.org

Web app hackers handbook 2

https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf
http://ctf.hackucf.org
https://www.wiley.com/en-us/The+Web+Application+Hacker%27s+Handbook%3A+Finding+and+Exploiting+Security+Flaws%2C+2nd+Edition-p-9781118026472


IRC Freenode: #hackucf, Slack: slack.hackucf.org
https://hackucf.org ● https://www.facebook.com/HackUCF

https://hackucf.org
https://www.facebook.com/HackUCF

